On-Guard
Point-to-Point
Encryption (P2PE)

Helping merchants fortify their payment infrastructure
and protect their brand image

Ingenico




Facilitate the PCI DSS certification
and decrease vulnerability, while
reducing total cost of ownership

On-Guard can help merchants reduce their PCI DSS scope and decrease
their vulnerability to cybercriminal attacks, while protecting their brand -

and their bottom line. It ensures that cardholder data is fully protected as it
passes through the retailer's infrastructure - from secure terminals to payment
providers. P2PE not only lowers risk exposure, it also facilitates PCI DSS

certification at lower cost.

* Encrypt all sensitive cardholder data at the point of swipe, insertion, or tap

» Reduce PCI DSS audit scope by removing sensitive cardholder data from

L B B B F.

Rk E_a o e

e & = N N
— _,,.__.I.'

the payment environment
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« Save time and money by simplifying the PCI DSS certification process and

eliminating the financial burden resulting from a data breach

« Enable seamless integration with legacy systems using a non-intrusive

format preserving encryption

»  Supported in SRED for all Ingenico PCI PTS approved smart terminals

e Protect your brand image by using a proven solution that powers 75% of
PCI P2PE validated P2PE solutions in the U.S. and 60% abroad
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Decrease Vulnerability to Cybercriminal Attacks

With On-Guard, sensitive card data are encrypted at the point of entry and remains protected
until decrypted at a secure end point so that it's never legible to cybercriminals. With point-to-

point encryption from the terminal to the payment host, captured data has no value.

| Reduce PCI Audit Scope

Merchants are seeking ways to simplify and limit the scope of PCl security audits by reducing the
touchpoints where cardholder data interacts with their systems. On-Guard encrypts sensitive
cardholder data so that it is never exposed to the merchant's point of sale (POS) and back office
systems, helping to decrease their PCl scope, increase the chance of audit success, and reduce

the cost of maintaining compliance.

Deliver Enhanced Security

On-Guard provides an enhanced level of security with unique keys per terminal and transaction.
The encryption occurs in the terminal’s Secure Reading and Exchange of Data (SRED) module,

which is a prerequisite for developing a PCI P2PE validated P2PE solution.
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(¢] Upgrade Path to Advanced Security

On-Guard encompasses an option for advanced security with Standard Data Encryption (SDE),
offering full PAN encryption that is ANSI X2.24-3 compliant DUKPT encryption using either 3DES or
AES cryptography. On-Guard SDE works directly with all FIPS or PCl approved HSMs.

@ Minimize Impact to Legacy Systems

Integration with legacy systems is simplified through the use of NIST-reviewed format preserving
encryption. By combining industry-standard DUKPT/3DES encryption with format preserving
encryption (FPE), integration with legacy systems is simplified. Modifying the POS or back-office

systems for a new format is no longer necessary.

R | Simplify Integration

J

To simplify interoperability, the On-Guard decryption system is built using modern XML and web
services interfaces. This creates a robust, flexible design that allows processors, gateways, token
service providers, and merchants to seamlessly integrate and deploy On- Guard P2PE within
their existing environments. On-Guard decryption is supported in industry-leading hardware

security modules (HSM).
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- The components of the On-Guard solution

Through the On-Guard solution, Ingenico offers several components from the encryption module to

the decryption module and a key management system, to help merchant build their P2PE solution

and answer PCI DSS requirements.

PIN Pad

Encryptiton
PCI PTS SRED

P2PE key
downloaded

P2PE certified
application
download

Encryption Point

o Algorithm reviewed by NIST and ASC X9
e PCIPTS approved terminal

e Encryption in SRED module
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PSPs /
Processsors

Decryption
In a PCI DSS certified
environment

P2PE key generated
by the PSP/acquirer

Decryption Point

e On-Guard decryption application (needed for
FPE decryption) runs on standard server hardware

* Supported in Industry-leading HSMs

* Payment and Decryption Service delivered from

a PCI DSS certified environment
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Moving Commerce Forward

Ingenico is the global leader in payment acceptance and services. We support our
customers, and their customers to do more with payments. Active in 32 countries, with over
3,200 employees we have been at the forefront of the commerce landscape for over four
decades.

With more than 40 million payment devices deployed worldwide, powered by over 2,500
apps, the company is servicing the needs of millions of consumers every day. Through
our advanced integrated solutions and network of partnerships, we simplify the world of
payments and bring value added services to move commerce forward.
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